DoD Safe Instructions for Pick Up and Drop Off

DoD Safe Main Page (https://safe.apps.mil/)

@ DoD SAFE

Announcements FAQ Quick Clicks

Send and receive up to CULVPIVPHI files (up to 8 GB total)
using Department of Defense (DoD) Secure Access File
Exchange (SAFE)

Pick Up (Downloading Files)

You will receive an email that will look like the example below, with some differences based on the
Specialist sending the request:

o NoReplyTo@mail.mil GoH 6 S

hu 5/19, v
To: Borcz, Jennifer M CTR (USA)
This is an automated message sent to you by the DoD SAFE service.
BORCZ.JENNIFER.MARIE <jennifer.m.borcz.ctr@mail.mil> has dropped off a file for you

IF YOU TRUST THE SENDER and are expecting to receive a file from them, you may choose to
retnieve the drop-off by clicking the following link {or copying and pasting it into your web browser)

https://safe.apps.mil/pickup.php?claim|D=RWvmTentSUF8AVge&recipCode=UG2wsb

You will be required to enter the claim passcode, which is:
gjooZxotVMiNhdKV

This drop-off is encrypted. To download any files you must have the correct passphrase, which
you can enly gef from the sender.

You have 7 days to retrieve the drop-off; after that the link above will expire.
Full information about the drop-off:

Claim ID RWvmTentSUF8AVge

Recipient Code: UG2wsb

Claim Passcode qjooZxotVIMINhdKY

Drop-off Submitted: 2022-05-19 17:47:38 UTC
Drop-off Completed: 2022-05-19 17-47:42 UTC

The important pieces here are highlighted above. If you are unable to use the link exactly as is, you may
go to the DoD Safe site (Https://safe.apps.mil/), select the Pick-Up button and enter the highlighted
information. If you do use the link you will go directly to the DoD Safe pick up page with the Claim ID and
Recipient Code already pre-filled, as shown here:

DoD SAFE

W Tome WDopOff  APickep @ Help

FLEASE NOTE
Dia not share or disclose pick-up information in pablic fonam

Plense enter the elnim id, recipient code, and claim passzode that were sent to you

Clalm ID: | RvmTensSUFEAVGS

Reciplent Code: | UGIwsh

Plck-up Files

To access the file, simply enter the Claim Passcode as shown in the email (you can copy and paste the
passcode) and click “Pick-Up Files”


https://safe.apps.mil/
https://safe.apps.mil/

The next screen shows the file (s) to pick up. You can select each file as shown below or click Download
All Files:

Drop-Off Details

Click on a filename to download that file

Sender: Submitted:
BORCZ.JENNIFER MARIE <jenniferm borcz ctr@mail mil> DCSA ] [2022-05-19 174739 UTC ]
Comments: Completed:

[2022-05-1917:47:42 UTC ]

1313 pownload Al Files

: _—" File
Seg” Filename Description Size SHA-256 Checksum
0 121KB B4EFBDA15E2CTFB52CABIBT 1CF79DCA2
Foreign Influence Questionnaire.pdf - A36BFFFBFC5A320D1F8B56373AT777EC
Showing 1 to 1 of 1 entries « < | 1 ‘ H »

Since the files contain Subject PlI, it will be encrypted. Please refer to the initial email you received
which included the passphrase. You will need to enter the passphrase (or CTRL V) into the below box as
shown when downloading the file(s):

Drop-Off Details [ Print Details |

Click on a filename to download that file.

Decryption Passphrase

Sender: ~
You can ask the sender
BORCZ.JENNIFER MARIE <jenniferm b{ for the decryption passphrase. ]
Comments:

Passphrase: [ | I ]

[ Hide characters

L =T
N

1IN Download All Files

Shom (1] enries O
Select - a o File
] Filename Description Size SHA-256 Checksum
O 121KB B4EF8DA15E2C7FB52CA89B71CF79DCA2
Foreign Influence Questionnaire.pdf : A36BFFFBFC5A32DD1F8B56373A7777EC

You can also uncheck the box to show characters so you can check your passphrase before clicking the
OK button.



Drop Off (Uploading Files)

You will receive an email with a Subject line similar to the following: [DoD Safe] Smith
Documentation/Record, with Subject’s last name (Ex Smith) and the type or Release/Document being
requested:

[DoD SAFE] SMITH DOCUMENTATION

o NoReplyTo@mail.mil RS TR T JEE

Mon 5/23/2022 10:07 AM

To: Borcz, Jennifer M CTR (USA)

SMITH ,
This is a request from BORCZ.JENNIFER.MARIE of DCSA.
Please click on the link below and drop off the file or files | have requested

The link is only valid for 14 days from the time of this email and can only fulfill the request once. The link is expired after the drop-off has been
completed.

https:/isafe.apps.millreq.php?req=c5tQDg9zCATd

BORCZ.JENNIFER.MARIE
jennifer.m.borcz. ctr@mail. mil
DCSA

As before, you can click the link (as highlighted above) copy and paste the link, or simply go to the DoD
Safe site as outlined in the first page of this document and select the Drop-Off button.

This web page will allow vou to drop-off (upload) one or more filss (up 10 8 GB total) for anyone (either a DeD user o others), The secapetat will secerve an atomated
email containang the mfoer entter bedow and mstructions for dswnloadeng the file

Dol SAFE doss not grarantee delivery of docaments within 3 specified time period under 4 hours, File transfers of malwase or malicious files are not supported

From:

[ SMITH <jesmife  boses et Gonail il

To:
[ rorcr.momesuss aiem o om0

Short note to the Keciplents:

) Encrypt every fike (REQUIRED FOR CUL PIL AND PHI)
Send me an email when the Drop-OfF is completed
Send me an email when each recipient picks up the files

* Note should not contasn CUL, PII, PHI, or the Encryption Passphrase
1000 / 1000 left

[ Canfirm that the fles in this upload do NOT contain classified information. By checking this box, you are confirming that the files do not contain classified
information and are aware that your ization will be held for phiant data sent through the system.

Cick to Add Files orDrag Them Here [ INSSREBRBSRNN]

For the “To:” field, please do not make any changes.

When you upload the file(s), there is the top right box highlighted that says “Encrypt every file
(REQUIRED FOR CUI, PII, AND PHI)” you MUST select this top box as DoD Safe will not prompt you to
check the box and create a unique passphrase that you will need to provide us separately so that we can
retrieve the files.

Encryption Passphrase

This passphrase will not be sent to the recipients.
You need to do this yourself. .;

Passphrase: l | l

And again: ‘ ‘




The second box (which is checked by default) means that you will get an email notification when your
documentation/record has successfully sent. The third box (also checked by default) is when you will get
a notification when we have picked up the documentation/record.

To upload the file you have two options. You can simply click and drop the files from your computer
storage to the blue button at the bottom of the screen that reads “Click to Add Files or Drag Them

Here”, or click that same button to open a dialog box to upload. Selecting files here will add them to the
upload section as well:

€ Open X
« v 4 ¥ > ThisPC > Downloads v o 2 Search Downloads
Organize *  New folder =~ m @ |
JA Name Date modified Trpe
[
+ ~ Today (1)
: = SMITH RECORD 5/23/2022 10:20 AM Adobe Acrobat D...

>

File name: | | Fites v

e ‘

You may enter a description for each file, but you do not need to do so.

[ SMITH <jennifer m borcz ctr@mail mil> l

To:

[ronca o Somiemora<romainn-— |

Short note to the Recipients:

) Enerypt every file (REQUIRED FOR CUL PII. AND PHI)
Send me an email when the Drop-Off is completed
Send me an email when each recipient picks up the files

P

* Note should not contain CUL PII, PHI, or the Encryption Passphrase
1000/ 1000 left

[[JConfirm that the files in this upload do NOT contain classified information. By checking this box, you are confirming that the files do not contain classified
information and are aware that vour organization will be held accountable for non-compliant data sent through the system.

Click to Add Files or Drag Them Here [:]

Files are not uploaded until Send Drop-off is clicked.

Filename Size File Description

1: SMITH RECORD.pdf 190.0KB |Enteraﬂledescripti0n | x

150.0KB /8192 MB



Once you have uploaded all requested files, you will have to check the above box highlighted by
confirming the files you have uploaded do NOT contain classified information. Once this box is checked
and you have confirmed you have encrypted the documentation/record, you will be able to click the
button “Send Drop-off”

i D OD SAFE Logged on as user. BORCZ. JENNIFER MARIE

# Home @ Drop-Off @ RequestaDrop-Off XPickup & Outbox @ Help & Logout

Drop-Off Completed

Your files have been sent successfully.

This drop-off is encrypted with a passphrase known only to the sender.

Sender: Submitted: Picked Up:
SMITH <jenmiferm borcz ctr@mail mil> DCSA I [2‘322"35'23 14:41:47 UTC l [-\-0 ]
Comments: Completed: Expired On:
[2022-05-23 14:4151 UTC | [Mot Expired ]
Claim Passcode: Deleted By:
[sn.\IQkauXazmkeTD l [Atli\'e ]

Request Code:
[c51qt13:92c4[d ]

Recipients
Show entries Search:
Recipient Download URL Action
BORCZ.JENNIFER. MARIE

https://safe.apps.mil/pickup.php?claimID=90zAnVMo8vBobDjwéarecipCode=6yPelUZ | (=)

<jennifer.m borcz ctr@mail mal>

Showing 1to 1 of 1 entries « < 1 > »
Files
Show entries Search: |
. . File o
Filename Description Size SHA-256 Checksum
190.0 KB GCEFABZ4043CAE1 ?3?8.3561936?F2384
SMITH RECORD pdf 145F8EEBB2E99CT1EBES12E276214BA19

Showing 1 to 1 of 1 entries <« < 1 > »

Pickup History

None of the files have been picked up yet.

Once you reach this screen above showing that the Drop-Off was completed, you can safely leave the
DoD Safe web site.

After you have completed the upload, please respond to the email you received from the Investigator to
provide them the passphrase you used to encrypt the files.



